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How to Better Vet Carriers 
and Catch Fraud Before It 
Costs You



Highway is for the entire lifecycle of the load
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Carrier Identity® Engine



Carrier Identity® Engine

Who are you?

Authentication

Do you have 
the authority to 
represent this

carrier?

Authorization

What capability
do you have?

Capability

Highway’s Identity Engine is designed to answer 3 questions:



Rules & Classifications
The foundation to every product in Highway

Protects business without hindering operations

Overrides should be the exception, not the 
norm

Minimize friction while mitigating risk



One or more (but not all) classifications are passed

There is not enough data to give a pass or fail result.

All classifications are passed

The carrier fails all of your classifications

Rules Assessment
We evaluate carriers against your 
ruleset to determine their 
assessment value:



Exceptions Do Exist
Things to consider when to overriding rules for a carrier:

1. Opt out of indefinite overrides

2. Use extreme caution on overriding Highway Rules 

a. Even for Relational Carriers

b. Identity Alerts & Physical Digital Footprint rule

3. Carriers can self correct some of the rules they fail for 

a. ELD Connection

b. Certificates of Insurance

4. The location of the pick up and delivery of the load

a. “High Risk area” 

5. If you have to look too hard at a carrier, is the risk worth it?



Vetting a Carrier 
in Highway

● Look at their Highway Badge: Are they 
registered with Highway? Are they Onboarded 
with you? 

● Have they been through Identity Proofing?

● What is their Overall Rule Result?

● Do they have an identity alert?

● Do they have their ELD connected?

● What are their Cargo Exclusions?



Identity 
Alerts

Reports of Actual fraud 

Associations
Lowest level signal.

Use to investigate a carrier 
for a very specific  

circumstance.

Insights
32 different insights.

The more insights on a 
carrier, the higher the risk

Highway Signals by Severity



Encourage 
Carriers to 

Connect ELD 
ELDs enables more 

visibility and confidence

Report Fraud 
Right Away

When you have a suspected 
fraudulent event, contact 

the Highway team 
immediately

Keep 
Highway 

Data Internal
please do not provide 
screenshots to carriers

Fraud Happens 
Anytime

Verify and vet, send Rate 
Confirmations through 

Highway, and monitor with 
Load Lock Alerts

How can you help?



Secure Rate Con Delivery
Bank-Grade File Protection



41%
Increase in 

compromised 
inboxes 250k

Rate Cons
delivered securely
(May-Aug 2025)

100%
Without any 

reports on fraud

Secure Rate Con Delivery



How it started… How it’s evolved…
Bad Actor silently living in the carrier inboxBad Actor altering carrier emails



Know your employees 
and agents
You could have a bad agent (mole) in your 
organization sharing sensitive information



Don’t overlook 
Highway data at 
your fingertips
Utilize Contact Search in Highway as 
your source of truth.



Things to Watch Out For



Where to start Start with education Identify weak spots 
and open vectors 
-People, Processes 
& Technology

Implement 
proactive protection 
and Limit Mistakes

Pressure test your 
compliance policies 
with ongoing audits. 
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Normalize the behavior of protecting sensitive 
information and communicating when 
something isn’t right. 
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What happens if a load is 
stolen?
carrieridentity@highway.com



Insurance coiservice@highway.com

ELD eldservice@highway.com

Profile Inquiries carrieridentity@highway.com

Report Fraud reportfraud@highway.com

Urgent Issues escalations@highway.com

service@highway.com  |  906-HIGHWAY

Serving Your Carriers
24 x 7 x 365

mailto:service@highway.com

